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How do | access Blackboard Collaborate and create a session?

Log into your Blackboard account and access your course. Under the course menu, on the right hand side, go to
Course Management and click Course Tools. Select Blackboard Collaborative Ultra.

To start a session, click on Create a Session and provide Event Details. Make sure to click Save.

Do Users need to install any software to obtain access to Blackboard Collaborate Ultra?
No. Blackboard Collaborate Ultra opens right in your browser*, so you do not have to install any software to join a
session.

* Preferred Web Browser: Mozilla Firefox, Google Chrome can be used as an alternative

** ALL WEB BROWSERS MUST BE UPDATED TO THE LATEST VERSION

How can | access Blackboard Collaborate Ultra?
Access your course on Blackboard. Scroll down to you Course Management >> Course Tools >> Blackboard
Collaborate Ultra

How do can | access it on a phone or tablet?
On a tablet, you can access BB Collaborate by using a preferred browser and logging into your Blackboard account.

Faculty/ Staff can only use the Blackboard Instructor app that is provided through the app store.

Can someone who is not in Blackboard, or not registered for the course, access a Collaborate Ultra session?
e Once a session has been created, users can select the session to open the session details. The information
you need to join or share the session is immediately after the session name.
e Users can invite users two ways
o Send a public guest link
o Send a personal invitation

¥ Guest access

Guest role Guest link

Participant v https://techpreview.bb

Event Details v

Invitations (1) A

Where do | start a recording and view them after the session?
During your session, you can select Start Recording, which is in your Session Menu in 52
the upper left corner.

4

You (Moderator) bcarlson@myschool.edu

After the session is done, recordings will be in the Blackboard Collaborate Menu =
under Recordings. There may be a delay as to when the recording is listed. Make sure to change your filters before
requesting assistance.

How can | share files, application/screen, and the Whiteboard?
All interaction options will be shown in the Share Content tab. All settings on how participants interact with the
content will be displayed in Settings.

Why can’t | share my screen?
Check your browser. Are you using Google Chrome or Firefox? Application sharing is only available through the
Chrome and Firefox browsers at this time
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I am having trouble seeing what is on the screen. Can | make it bigger?
Yes. You can zoom in on a whiteboard or file that is being shared. You can also enlarge captions if you are viewing
them. Double-click on the item to make it bigger.

I cannot hear anything. Can | change the volume?
Adjust your microphone and speaker volume in My Settings. Point to your avatar image to open My Settings. Select
Audio and Video Settings.

I want to let my students use my room for their study group. How can | do this?
The best way to do this is to allow your students to join a session as moderators or presenters. As moderators, they
have the same privileges you do. As presenters, they are limited to sharing content privileges.
e You can do this in two ways.
o Join the session with your students and promote them to the desired role.
o Let them use the room without you. Schedule a session that allows all guests to join as moderators or
presenters.

Can get an attendance report for my session?

You can view Session Attendance Report from the list of sessions in your Blackboard Collaborate tool.
1. Find the session you want to see a report on, and select the Sessions options menu
2. Select View Report

Sessions

Blackboard
Collab >

Create Session Filterby  All Upcoming Sessions  +

Name Starts Ends

Biology 101 BM7N5, 11:22 AM M/A D

¥ Launch session

Chemistry 101 S20M17, 223 PM
Creative Writing FIZ5/17, 3:4T PM

B view repors
Office hours 1004717, 11:12 AM

W Delete session

Y, Copy guest link

Helpful Links:
https://www.ccny.cuny.edu/cetl/blackboard-help
https://help.blackboard.com/Collaborate/Ultra
https://ccnytlc.commons.gc.cuny.edu/

If you need assistance, please email TLC: tlc@ccny.cuny.edu, if you need assistance they will schedule a Zoom
session with you.
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Connect CUNY Dropbox Account to CCNY Zoom Account

Login to Dropbox: dropbox.cuny.edu

Click on avatar (profile picture or face icon) in the upper-right corner

Click Settings

Click on the Connected apps tab

Click Zoom*

Click Edit settings for Zoom

Make sure to check the box next to Copy Zoom cloud recordings to Dropbox
Click Update

*If you do not see Zoom listed, click on App Center, click on Zoom > Connect > Got it > Authorize >
Enable > Done > Fallow the steps above, click on avatar...

Once this one-time set up between your CCNY Zoom and CUNY Dropbox accounts has been
established, all Zoom Meeting and Webinar cloud recordings going forward will be stored in your
CUNY Dropbox account in a folder labeled “Zoom” after the recorded Zoom session has ended

NOTE: Zoom cloud recordings generally take about two times the meeting duration to process. Due

to unusually high volume during the COVID-19 pandemic, cloud recordings may require extra
processing time that may take up to 72 hours.
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DROPBOX

Who has access?
e All CUNY student*, faculty and staff*
e Faculty and staff will be provisioned first
e Staff that are not considers administrative staff by HR will not have access to Dropbox.

How do | login?
1. Link dropbox.cuny.edu
o Email: Enter you CUNY Login username (name.lastname##@Iogin.cuny.edu)*
o Click Sing on

*If you do not know your CUNY Login or need to reset password see link below
1. Link: cuny.edu
2. Top right corner click Login
3. Under Login, click on either Forgot Username or Forgot Password
a. If you have never activate your CUNY Login click on New User

How much storage space do | have?
1. Active Faculty and administrative staff have unlimited storage space
2. Students have 15Gb of space

Helpful Links:

Help Center: https://help.dropbox.com/
CUNY help center: https://www2.cuny.edu/about/administration/offices/cis/technology-
services/dropbox/

If you have any issues, you can email the servicedesk@ccny.cuny.edu
1. Include Following information
i. DESCRIPTION OF INCIDENT / OTHER:

ii. NAME:

iii. TITLE (STUDENT, FACULTY, STAFF):

iv. EMPLID:

v. CUNY LOGIN USERNAME

vi. EMAIL ADDRESS IN CUNYFIRST -- FACULTY AND STAFF = BUSINESS ADDRESS*
vii. STUDENT = PREFERRED EMAIL ADDRESS
viii. ERROR MESSAGE AND SCREENSHOT IF NECESSARY
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LOANER DEVICE - FACTORY RESET INSTRUCTIONS

IMPORTANT: Before you reset your Dell Chromebook or your Apple iPad, make sure to back up your
files. iMedia Reservation Desk is not responsible for any loss of data and backing up your files.

Dell Chromebook 3100 - Performing a Powerwash

A factory reset erases all the information on your Chromebook's hard drive, including all the files in the
Downloads folder. Before you reset your Chromebook, make sure to back up your files on Google Drive or an
external hard drive.

There are two ways of resetting your Chromebook.

1. Powerwash your Chromebook from the browser (Google Chrome).

Open the Chrome browser

Click on the menu, which is represented by three vertical dots at the top right
A drop-down page should appear and you need to click on Settings

Scroll down click on Advanced, once clicked, the list will expand.

Scroll down and click on Powerwash

A pop-up window will appear, click on Restart

S0 Q0 oW

2. Powerwash your Chromebook from the Login Screen:
a. Press and hold Ctrl + Alt + Shift + r. Select Restart.
b. Inthe box that appears, select Powerwash Continue.

Apple iPad - Erasing ALL Data and Settings

A factory reset will erase all the information on your iPad. Before your reset, make sure you have backed up
your files, photos, etc. to the iCloud or Google.

Step 1: Sign Out on your iPad

1. Go to Settings.

2. Scroll down and tap Sign Out to log out of your Apple ID.

3. Enter your Apple ID password and tap Turn Off.

4. Tap Sign Out.

5. Tap Sign Out again to confirm that you want to sign out of iCloud.

Step 2: Erase ALL Contents and Settings:

1. Tap Settings General Reset

2. Then tap Erase All Content and Settings.

3. If asked, enter your passcode or Apple ID password
4. Then confirm that you want to erase your device.

Depending on your device, it can take a few minutes to completely erase your data.

iMedia :: NAC 1/204 :: 212-650-5480 :: iMedia@CCNY.CUNY.EDU
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Google Meets — Computer

1. Login Link: https://meet.google.com/
2. Enter your login information.
a. Use your personal Google account or your CCNY G-Suite account (see instructions above)
3. Alternatively, login to Google.com. On the top right corner, click on the square to see apps, click on Meets.

Personal Google Account

Scheduling a meeting

Once logged in, on the left side of your screen, select the green New Meeting button to start a new meeting.
You have three options:

1. Get a meeting link to share — This will generate a meeting link, which you can share to meet now or later.
Copy and paste the meeting link into a browser, or type the code into the Enter meeting code
field click Join.

2. Start an instant meeting — Creates a meeting that you join now.
a. Click Join Now
b. Under the Add Others, you will find the link to share with others to join your meeting. Click on Copy
joining info.
c. Click on Add people — You can either enter the email or select from the list of contacts. Click Send
email

3. Schedule in Google Calendar — Fill out the scheduled meeting details. Include the Title, Date, Time, and
Description. Remember to add guests via their respective emails in the Guests menu on the right. When
finished, click Save button at the top. This will schedule your meeting(s) and notify all people you entered into
the Guests menu via email.

Joining a meeting — With Code or Link

1. If you already have a Google Meet code or link to join a meeting, simply copy and paste the code or link into
the blank area next to the New Meeting button, click Join.
2. Once you are Ready to join the meeting click Ask to join.

Joining a meeting — From Calendar Invite
Find your scheduled meetings in Calendar and quickly join a video meeting.

1. Inthe scheduled meeting, in your calendar, click the event you want to join. If you are not logged in to your
Google account, you will be redirected to the login Google page.

2. Click Join with Google Meet.

3. Inthe window that opens, click Join Now.

Joining a meeting — From Meet

1. Ina web browser, enter https://meet.google.com/.

2. Select the meeting from your list of scheduled events. Only meetings scheduled through Google Calendar
appear on Google Meet.

3. Click Join now.

SERVICE DESK :: NAC 1/301 :: 212-650-7878 :: SERVICEDESK@CCNY.CUNY.EDU
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G-Suite CCNY Account
1. Login link: https://meet.google.com/
2. Click Sign In
3. Enter CCNY email (i.e. jdoe@ccny.cuny.edu or jdoe000@citymail.cuny.edu)
4. Enter CCNY email login credentials

Starting a meeting

Click Join or start a meeting
1. Enter nickname or leave blank, click Continue
2. Click Join Now
3. Under the Add Others, you will find the link to share with others to join your meeting. Click on Copy joining
info.
4. Click on Add people — You can either enter the email or select from the list of contacts. Click Send email

Joining a meeting — With Code or Link

Click Join or start a meeting
1. If you have a code or link, enter the code. Click Continue
2. If Ready to join, click Ask to join

Google Meets Features During Meetings

Bottom menu of the meeting window

1. Meeting Details — Joining Info to share with others
Microphone button — turn on and off
Hang Up — to leave meeting
Camera — to turn on and off
Present Now — to share your screen during the meeting
Three vertical dots on the right corner

a. Change Layout

b. Full Screen

c. Turn on background blur

d. Settings — Audio, Video settings

oukwn

Top menu of the meeting window
1. Participants Icon — See participants in the meeting. As well as Add people, Remove and Mute participants
during the meeting.
a. Toremove a participant click on the down arrow next to the name, click on the “~“ sign
b. To mute a participant, click on the down arrow next to the name, click on the Microphone
Chat Icon — Message meeting participants

Helpful Link: Google Meets Help

SERVICE DESK :: NAC 1/301 :: 212-650-7878 :: SERVICEDESK@CCNY.CUNY.EDU


https://meet.google.com/
mailto:jdoe@ccny.cuny.edu
mailto:jdoe000@citymail.cuny.edu
https://support.google.com/meet/?hl=en%23topic=#topic=7306097

The City College
of New York

MICROSOFT OFFICE 365 for EDUCATION

How do | download Office 365?

. Link: login.microsoftonline.com
. Sign In: CUNY Login username*

. Web Applications Login: Username and Password: CUNY Login Credentials*™

Stay signed in. select either Yes or No

. On the top right you will see Install Office drop down, click on Office 365 apps

Window will pop-up, click Save File

. If using Firefox, on the top right corner of the browser click on the download icon, click on

the Setup.Def.en file. Office 365 will start download, follow prompts.

If using Chrome, on the bottom left of the browser click on Setp.De.en. Office 365 will
start download, follow prompts

*If you do not know your CUNY Login or need to reset password see link below

1.
2.
3.

Link: cuny.edu
Top right corner click Login

Under Login, click on either Forgot Username or Forgot Password
a. If you have never activate your CUNY Login click on New User
Follow the prompts

For more information, see CUNY FAQs

If you need assistance, email the Service Desk at servicedesk@ccny.cuny.edu
Include: Full name, EMPLID, Phone Number, CUNY Login Username, include any error messages
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Setting up Your T-9 Mobile Hotspot

Assembly

Remove back cover of your T9 device and take battery out.

Lift the “LIFT” tab and slide your SIM card in the SIM card slot with
logo facing up.

Secure the “LIFT” tab back into place.

Replace battery and put the back cover on.

Charge device with the provided charger.

Power Settings and Menu

1.
2.

Press and hold Power button for 3 seconds to turn on device.

Power LED light settings:

a. Light off —power is off; Display ==
b. Lighton, solid — power is off, device is charging;

c. Lighton, blinking — power on, operating normally. Power
When device is on, press Power button quickly to go through button ->
device menu and information. This will toggle the display to show

Home screen, data usage, Wi-Fi name, Wi-Fi password, Web

Admin URL, and back to Home screen.

Connecting to Wi-Fi

1.

2.
3.

Open Wi-Fi controls on your Wi-Fi enabled device.
a. From aWindows PC:
o Left-click Wireless Network Connection on taskbar to view
available networks.
e Choose the SSID from the list of available networks.
b. From a Mac computer:
e Select System Preferences > Network > Airport.
e Click Advanced to choose SSID from the list of available
networks.
e Choose the SSID from the list of available networks.
c. From an iOS device:
e Go to Settings > Wi-Fi.
e Choose the SSID from the available networks.
d. From an Android device:
e Go to Settings > Wi Fi settings.
e Choose the SSID from the available networks.
Find your T9 Wi-Fi name (FranklinTO###)
Click Connect and enter the password from your T9 display.

Changing the Password

Connect your Wi-Fi-capable device to the T9 Wi-Fi.

Open a web browser and navigate to http:/mobile.hotspot or
http://192.168.0.1

Click Settings in the navigation area.

Select the Wi-Fi Settings tab.

Change the password that appears in the Password field.

Resources

CUNY Loaner Support Website, which includes the full User Manual for the T-9 Franklin Mobile Hotspot,
including more on getting started and using your T-9 https://www.cuny.edu/loaners * T-Mobile Mobile Support

- https://mww.t-mobile.com/support/ * Student direct dial for basic troubleshooting- 844-341-4834

Charging
port

\


http://mobile.hotspot/
http://192.168.0.1/
https://www.cuny.edu/loaners
https://www.t-mobile.com/support/
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Outlook Configuration - PC

1. Go to the Control Panel. Click on Mail.
=10l x|

(wv @ ~ Control Panel ~ All Control Panel Ttems = + |23 | search control Panel

File Edit Wew Tools Help

Adjust your computer's settings

P Action Center
% BitLocker Drive Encryption
@ Default Programs
!I Display
|4 Fonts
Internet Options
P mail
M performance Information and Tools
Programs and Features
% RemoteApp and Desktop Connections
;u;l System

a Windows CardSpace

Administrative Tools
t,],l Color Management
[/ Desktop Gadgets
@ Ease of Access Center
e Getting Started
| £ 1ava
P Mouse
h‘fl Personalization
& Realtzk HD Audio Manager
% Sound
J_ Taskbar and Start Menu

il Windows Defender

7 AutoPlay

Credential Manager
=k Device Manager
Flash Player (32-bit)
1@ HomeGroup

2 Keyboard

5+ Network and Sharing Center
u;] Phone and Modem
f ) Recovery

@ Speech Recognition
Troubleshooting

ﬂ‘ Windows Firewall

View by: Smallicons ~

@ Backup and Restore

_E-I-L' Date and Time

E_ﬁ Devices and Printers
Folder Options

& Indexing Options

[ L acation and Other Sensars

= Notification Area Icons

3 Power Options

9 Region and Language

@ Sync Center

JE, User Accounts

E_I Windows Update

2. Click on Email Accounts.

.!;. Mail Setup - Neelima Webmail

X

E-mail Accounts

=

;1 Setup e-mail accounts and directories.

E-mail Accounts... |

Data Files

=, Change settings for the files Outlook uses to
&-@ store e-mail messages and documents.

Data Files... |

Profiles

Setup multiple profiles of e-mail accounts and Show Profiles... |
data files, Typically, you only need one.

Close |
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3. On the Account Settings window, click New.

:!;- Account Settings il

E-mail Accounts
You can add or remove an account, You can select an account and change its settings.

E-mail | Data Files | RSS Feeds | SharePoint Lists | Internet Calendars | Published Calendars | Address Books |

Ig Mew... & Repait, 5f Change.. @ SebasDefault € Remove # &

Mame | Type I
@ nanwara@ ccny.cuny.edu Microsoft Exchange (send from this account by def...

Selected account delivers new messages to the following location:

nanwara@ccny.cuny.edui\Inbox

Close |

4. Type in your name, email address and password as shown, click Next.

(& iancome B

Auto Account Setup
Outlock can automatically configure many email accounts.

= E-mail Account

Your Name; I

Example: Ellen Adams

E-mail Address: |

Example: ellen@contoso.com

Password: I

Retype Password: I

Type the password your Internet service provider has given you.

" Manual setup or additional server types

= Back [ et = | Cancel I
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Recording Lectures in Blackboard Collaborate Ultra

You can have multiple recordings during one session. If you decide to continue recording a session after you
have stopped, a new recording is saved and added to the list of recordings for that session.

When creating a session make sure to enable the download option for the recordings (see instructions below.)

1. During your session, click Start Recording, under Session Menu in the upper left corner. The recording
camera appears on with a red dot while recording is in progress.
2. Tofinish recording, open the Session menu and select Stop Recording.

How do I find the recordings?

You can view recordings in courses you are enrolled in. You may be able to download recordings. Moderators
must allow session recording downloads for each session.

Go to Collaborate, open the Menu, and select Recordings.

Recording email

Collaborate emails moderators links to their recordings. This requires a valid email address. Moderators who
own the session or join by personal email get the email.

Enabling Recording sessions to be downloaded

You can enable this feature when setting up the session or after session Session Settings ~
has ended.

1. Once you click Create a Session Default Attendee Role

2. On the left hand side menu scroll down to Session Settings. Select Participant v

Moderator under Default Attendee Role. Under Recording check
off Allow recording downloads

Recording
Allow recording downloads
If you have a session already recorded, you can go to that session, on the Anonymize chat messages
left hand side menu scroll down to Session Settings. Under Recording

check off Allow recording downloads.

Accessing Recordings =
1. Onceinthe course, go to Blackboard Collaborate, click on the menu icon

2. Click on Recordings, you will find all recorded sessions for the course.

3. By click on the three horizontal dots next to the recording, you will be able to Watch, Download as
well as Copy link to email your students.

4. When downloading you will be prompted to save the file, once you save it you can upload to Dropbox.
(see above for instructions)

For more information, you can visit the Blackboard Collaborate Recording Link
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VPN - ACCESS PROCEDURE AND TROUBLESHOOTING

VPN, or Virtual Private Network, is a technology that allows users to access campus resources from outside the
campus without compromising data security. Campus users wishing to use VPN must apply for access by
contacting Service Desk to create a ticket. The user will then complete an application for VPN access that needs to
be approved by IT Security. Once the application is approved, Networking will provide permission for the user to
access and instructions to use the AnyConnect client. Afterwards, a member of Client Services (or the associated
divisional support) will visit the user to configure the device they need to access on campus for remote
connection. The following steps outline how to install the AnyConnect client, configure the campus machine, and
common methods used to connect to campus devices over VPN.

1. Log-in and install the AnyConnect client
a. On a web browser, open the following site: https://vpn.ccny.cuny.edu
b. You will be prompted to enter your credentials to proceed. Make sure to change the “GROUP” field to
[CCNY-USER-VPN] as seen in the image below then enter your CCNY email username and password
and click on Login.

l"')_; 1 '}“,i 4
15 Login 1% Login

Please enter your username and password. Please enter your username and password.

» GROUP: CONY-USERVPN [

DR ChAL USERMAME: |username
| PASSWORD: |....................... |

GROUP:  [CCNY-ADMINVPN
USERNAME: fos s sl LS

PASSWORO

Legin

c. Read the End User agreement for our VPN network and then click on “Continue”.

""" WARNING FLEASE READ === THIS IS A
RESTRICTED AND PRCTECTED SYTEM
Unauthcrized access to this system is strictly
prohibited. If you do not have proper
autharization, disconnedc immediately. Use of this
computer system, authorized or unauthorized,
constitutes consent to monitoring of your adhivities
on this system. Unauthorized use may subject you
to oriminal prosecution. Evidence of
unauthorized use collected during meonitoring
may be used for administrative, criminal or other
adverse action.

Cancel Continue

2. Once you log in you will see this screen. Click on “Start AnyConnect” to begin the AnyConnect Java
installation. You should get a pop-up notification asking to allow or grant permission for the website to use
Java, Please click on “allow” or “yes” to continue with the installation. Depending on your security
settings, you may have to enter the username and password of your computer’s administrator account.
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hitps://pn.ccn..Ex/poralhtml % | +

Security Warning
Allow access to the following application from

Ln\-| this web site?

Web Site:  https:/fvpn.ccny.cuny.edu

Click Here

Application: AnyConnect Secure Mobility Client
Publisher:  Cisco Systems, Inc.

This web site is requesting access and control of the Java application shown
above. Allow access only if you trust the web site and know that the application is
intended to run on this site

Do not show this again for this app and web site.

1) o intormation ‘ Do Not Allow

3. Inthe case that automatic installation fails, you will be given the chance to install the AnyConnect
application manually. For Mac click on the link provided and for PC click on the download button to
proceed with manual installation.

MAC

alaln . 4 - g
cisco  AnyConnect Secure Mobility Client '::Ills'::l:;' AnyConnect Secure Mobility Client
’§ WebLaunch Manual f} WebLaunch Atternpting to use Jawa for Installation
Web-based installation was unsuccessful. If you wish to - -
Blatiors: Install the Cisco Mmmw Secure Mobility Client, you Platform Java WM chedk failed. Please wait...
/| * Detection may download an installer package. " Detection

Install using the link below:

- Java Detection Mac OS X 10.6+ (intel - Java Detection

ively, retry the
- Download

Dowrniload Help Download

4. A pop-up will appear to download the installer. Click to allow this download, we recommend that you
download this file to your desktop.

Opening anyconnect-win-3.1.05178-web-deploy-kd.exe *,

You have chosen to open:

[55] anyconnect-win-3.1.05178-web-deploy-k9.exe

which is: Binary File (2.9 MB)
from: https://vpn.ccny.cuny.edu

Would you like to save this file?
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5. Double click on the downloaded file and follow the on-screen prompts to install the software. You may
need to enter the administrator’s username and password during this installation.

[ ] ' Install AnyConnect Secure Mobility Client a 1) Cisco AnyConnect Secure Mobility Client Setup X
Welcome to the AnyConnect Secure Mobility Client Installer —
Introduction You will be guided through the steps necessary to install this f I &1 Welcome to Cisco
. software. . 2 | AnyConnect Secure
cense " o il H
ones Cat” | Mobility Client Setup
Destination Select : B Wizard
Installation Type 4 E?;—"/
Installation The Setup Wizard will install Cisco AnyConnect Secure
- " 11 T Mobility Client on your computer, Click Next to
Summary ) Ve continue or Cancel to exit the Setup Wizard.
A
\
-el:‘
0 o
V.
afan]n
Continue =i e

6. Once installation is complete AnyConnect should automatically open and prompt you for the address to
the VPN. If it doesn’t, you can find it in the applications folder (for Mac) or under the programs heading
on the start menu (for PC). Additionally, there should be an icon in the status menu (Mac, upper right
corner of the screen) or the system tray (PC, lower right corner of screen).When AnyConnect starts up
you will be prompted to enter the address for the VPN which is “vpn.ccny.cuny.edu” and click “Connect”.

{_W Cisco AnyCennect Secure Mobility Client — »

VPN:
Ready to connect.

| wpn.cony.cuny .edu| w | | Connect

7. You will be prompted to enter your username and password. Please enter the information and make sure
to change the Group setting as seen in the image below to “CCNY-USER-VPN”:
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Cisco AnyConnect | vpn.ceny.cuny.edu

@] Please enter
your username and password.
=
Group: CCNY-USER-VPN d
Username:  USername

Password: | password

Cancel | LS

8. Successful login will show the following message after accepting the EULA and you are now successfully
connected to VPN.

'\'_3' Cisco AnyConnect Secure Mobility Client — b4

é Connected to vpn.cany.cuny. edu,
Disconnect

WPN.Cony.cuny.edu

00:01:16

2. Configure campus computer for remote connection
A member of the Client Services group (or the associated divisional support) will be dispatched to configure
the devices that will be accessed thru the VPN connection. Based on the device different steps need to be
taken. The most common reason users need to connect to our campus network is to remotely connect to a
workstation machine. Most workstations are either a Mac or Pc. Steps to configure other devices will not be
covered in this guide.
a) PC-For windows 7 machines:
i.  From the desktop, click on the start button and right click on “Computer”. Choose “Properties” to
open the “System” window. From the left column, click on “Remote Settings” to bring up the
“Remote Settings” window.
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—
Ouv\;ﬂ » Control Panel » All Control Panel frems » System [ #3 || Search Controt Panet P
File Edit View Tools Help
@)
Control Panel Home . .. . N
View basic information about your computer
_Device Manager indows edition
57 Enterprise
ystem protection Copyright & 2009 Microsoft Corporation. All rights reserved.
B Advanced system settings Service Pack1
System
Rating: ﬂ Windows Experience Index
Processor: Intel(R) Core(TM) i5-4570 CPU @ 320GHz 3.20 GHz
Installed memory (RAM): 800 GB
System type: 64-bit Operating System
Pen and Touch: Ne Pen or Touch Input is available for this Display
Computer name, domain, and workgreup settings
Computer name: OIT-0045780-P B Change settings

Full computer name:
Computer description:
Domain:

Windows activation
See als
e Windows is activated
Action Center
Windows Update

Performance Information and
Tools

OIT-0045780-P.itcs.ccny.lan

ites.ceny.lan

Product ID: 00392-918-3000002-85816  Change product key

Learn moere online...

. Atthe top of the window, click on the “Remote” tab to display that tab’s information. In the
“Remote Desktop” section, make sure to select the radio button for the third option “Allow

connections from computers running any version of Remote Desktop (less secure).

o
System Properties -— ==

ot | Pt | shancea | S

Remote Assistance
Allow Remote Assistance connections to this computer

What happens when | enable Remote Assistance?

|

Remote Deskiop
Click an option, and then specify who can connet, f needed.

Dont allow connections to this computer

6 Sanrecions Fom Computers ARG Ay version of
Hemets Desidon fless securs)

(@) Allew connections orly from computers running Remote
Desktop with Network Level Authentication (more secure)

Help me choose
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b) MAC — for OSX machines
i.  From the dock, click on the settings icon to open the Mac System Preferences pane. From the

System Preferences pane, click on the Sharing icon to open the sharing pane.

D DuaxEB@NE Amy

ii.  Inthe left column, make sure “Remote Login” is checked off (1). If the lock is currently closed
(2), you will need to unlock it with the administrator’s username and password.

L] < sz sharing

Computer Name: OIT-0043363-M
Computers on your Iocal network can access your computer at:
OIT-0043363-M.Iocal

On  Sservice ® Remote Login: On
DVD or CD Sharing To log in to this computer remotely, type “ssh Jermaine@192.168.14.42°
Screen Sharing

File Sharing

Printer Sharing 1
Remote Login I

Remote Management

Remote Apple Events

Internet Sharing n

Blustooth Sharing

Allow access for:

2

||_| Click the lock to make changes. | ?

iii.  On the right side of this pane make sure “Allow access for:” is set to “Only these users”. Click on
the “+” sign to add the user account the user will be using to access the machine, whether it is
local or a domain account. Afterwards, make sure to re-lock the settings and exit out of the
System Preferences pane.
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wuany

a
Computer Name:
A1 Users & Groups 8 Administrators

Y Helpdesk Edit...
Y Jermaine Norris
On  Service
DVD or CD Sha Ine@192.168.14.42".
Screen Sharing
File Sharing

Printer Sharing

Cancel
Remote Managt
Remote Apple Events
Internet Sharing 2 Administrators
Bluetooth Sharing

°0r||y these users:

.
Eﬁ Click the lock to prevent further changes.

iv.  If this mac is going to be connected via a Pc, then Screen Sharing needs to be set up. (1) Make
sure the lock in the bottom left corner of the sharing pane is unlocked. (2) Check the box next
to “Screen Sharing”. (3) For “allow access for:” make sure “Only these users:” is selected and
then click on the “+” sign to add the user account that will be used to connect to the Mac.

[ ] < Sharing Q Sharing
Q
Computer Name:  OIT-0043363-M Computer Name:
(Computers on your local network Can access your computer at: Edit &1 Users & Groups g Aoministiaiors Edit
0IT-0043363-M.Iocal -
Jermaine Norri
Oon  Service ® Screen Sharing: On On  Service
EMEoonBRShanes Other users can access your computer's screen at vnc://192.168.14.28/ or DVD or CD Sha ne://192.168.14.28/ o
Screen Sharing by looking for “OIT-0043363-M" in the Finder sidebar. Screen Sharing 2
TSy Computer Settings... File Sharing omputer Settings...
Printer Sharing Printer Sharing I |
Remote Login . Remote Login Cancel | (EEEEEN
Remote Management Allow accesa for: L) All users Remote ManagL ...
Remote Apple Events © Only these users: Remote Apple Events © Only these users:
Internet Sharing Administrators Internet Sharing [ Administrators |
Bluetooth Sharing Bluetooth Sharing
3 T =
o ”
lick the lock to prevent further changes. v Eﬁ Click the lock to prevent further changes. ?

v.  Next, you must set a VNC password to allow VNC connections. Click on “Computer Settings”
and enter a password in the following pop-up pane.

[ ] < ] Sharing Q

Sharing

Anyone may request permission to control screag
Computer Name: | OIT-0043363-M Compul va Y p
‘Computers on your local network can access your computer at: Edit. VNC viewers may control screen with password:
‘OIT-0043363-M.local -

Cancel

on  Sorvica ® Screen Sharing: On On  Service ©w screensmanngrun

DVD or CD Sharing Other users can acoess your Gomputer's Screen at vGi/192.168,14.28/ or DVD or GD Sharing Other users can access your computer's soraen at vc://192.168.14.267 or
Screen Sharing by Iaoking for “QIT-0043363-M" in the Finder Screen Sharing by looking for “OIT-0043363-M" in the Finder sidebar.

File Sharing File Sharing Computer Seftings...

Printer Sharing Printer Sharing
Remote Login B Remote Login

Famotn Maragerent Allow access for: () All users Remote Management Allow acoess for: | All users

© Only these users: Remote Apple Events © Only these users:

Remote Apple Events
Internet Sharing 2 Administrators Internet Sharing 2 Administrators

Blustooth Sharing Bluetooth Sharing 2 Jermaine Norris

A f
[l Click the lock to prevent further changes. 2 [l Cliok the lock o pravent further changes. J
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Click on the lock once more to re-lock the settings and exit the preferences pane. Client side configuration
is complete.

1. Connect to campus computer through VPN
The following steps outline common methods of connecting to devices on the CCNY campus. This is not an
exhaustive list of steps or methods and individual cases can require different solutions. Also please note
for users who are attempting to connect to devices that are behind a firewall or on a private network; you

must obtain a PUBLIC IP in order to access the device via VPN. If you are unclear about this, please consult
with OIT.

2. Connecting to VPN with AnyConnect
Right click the AnyConnect icon in the System Tray or Status Menu and choose the “connect” option. Just
like with installation set the group to “CCNY-USER-VPN”, and enter your username and password to
connect to VPN. Once the VPN connection has been established you can use whichever of the following
methods to connect to campus devices as appropriate.
a. RDP from a Pc to a Pc (windows): From your PC, press the windows key or click on the start button

and type “remote desktop connection” and the option will return from the search. Click on the icon
and the Remote Desktop Connection window will appear.

| Remote Desktop
"¢ Connection

Computer: [Example: computer fabrikam com
User name:  MNone specified

The computer name field is blank. Enter a full remote computer
name.

(> Show Options [ Connect ][ Help ]

b. Enter the IP address of the machine you wish to connect to and click on “connect”. You will be
prompted to enter credentials for the machine you are connecting to. Make sure that when entering
credentials, to add the domain to the username, i.e. username: itcs\jnorris.
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5 Femote e comecso T e

| Remote Desktop
»¢) Connection

General | Display | Local Resources | Programs | Experience | Advanced

Logon settings - ™
iy Erterthe mame of the remote computer. ‘uﬂ'
-
Computer: 1347421644 - Enter your credentials
These credentials will be used to connect to 134.74.216.44.
User name:

*You will be asked for credertials when you connect

[] Allow me to save credentials |@

‘Save the cunent connection ssttngsto an RDP il ar open =
| saved comnection

[Password |

[ save [ saess.. |[ open.. | Demain: adm

[] Remember my credentials

,

a) PCto Mac (via VNC): In order to connect remotely to a Mac computer, you will need to download a
VNC client. In the following example, VNC viewer was used. Simply open the client and enter the IP
address and follow the prompts to authenticate into the Mac. Make sure to remember the password
that was created when screen sharing was enabled.

VNC® Viewer VE

VMC Server:

Encryption: ’Let VNC Server choose

b) MAC to PC (via RDP): In order to connect remotely to a Pc with a Mac, you will need to install the
Microsoft Remote Desktop app from the Apple App Store.

eoe =
Q1 remote desktop - vi)

~

Featured  Top Charts  Categories  Purchased  Updates.

Search Results for “remote desktop - vnc” Sort By: | Relevance

Jump Deskiop (Remote Apple Remote Deskiop Microsoft Remote Desktop g Remote Desktop - VNG
Business Utiities Business 2 o Ui
[ECT | ) [ECECI, & “CY o
[ s20.99 ] [ $79.99 ~ ] [ ceT -] Y [ cer -]

Sereens VNG - Remote Easy Remote Desktop Quick Remote Desktop - JollysFastyNG Pro - Fas
Utilities Productivity Productivity Utilities

TRR 27 Ratings TR AR 2 Ratings WHR KKK 16 Ratings
[ s20.99 ] [ s059 -] [ s0.99 ] [ $39.99 ~ ]
JollysFastVNG Home - F. & RDP - Remote Desktop f 4 Light Screen Sharing - R ’j Fast Remote Desktop -
Utilities S cincss ] Productivity o Productivity
L. 0. ¢ 0 Ratings. ' *r & Ratings /

Meleport: VNC & RDP ? RDM+ Desktop Lite — Rematix VNG & RDP “ Desktop Gonnect

Business S Productivity & Business Productivity
o A 21 Ratings o 9 Ratings o * ok 27 Ratings

(5220 ] { o Mi =D

@% DB

SERVICE DESK :: NAC 1/301 :: 212-650-7878 :: SERVICEDESK@CCNY.CUNY.EDU



The City College

of New York

Open the app from the Launchpad, then click on “New” to create a new connection. Create a name for this
connection, enter the PC name (the IP address of the machine you are connecting to), and enter your
username and password. Make sure to enter your username in domain\username format (i.e.
“itcs\bsmith”).

Close the Edit Pane and make sure the connection you just created is highlighted. Click on Start to open a
remote session and follow the prompts to arrive at a Windows login screen.

eoce Microsoft Remote Desktop

0,/‘ g =

New | Stat | Edit Preferences Remote Aesources  Azure RemoteApp

v My Desktops

Jermaine's computer
User name: itcs\jnorris

¢) MAC to MAC (via SSH): To connect to another Mac from a Mac make sure Finder is the active
application, then click on go from the top left of the screen. Choose “Connect to server” or use the
shortcut keys “3EK” to bring up the connection window. In the Server Address field enter the IP
address of the Mac preceded by “vnc:\\"” and click on connect to open the remote Mac’s desktop in a
new window.

@ Finder File Edit View ISl Window Help
Back 8
Forward %]
Enclosing Folder ®t

& Al My Files 1 38F
[$ Documents ¢80
[ Desktop o%D
© Downloads 8L
@} Home a%H
21 Computer 0 8C
@ AirDrop %R

@ Network 48K
& iCloud Drive 0381

A Applications %A
3 Utilties 43U

Recent Folders. >

Connect to Server... #K
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Webmail Mobile Device Setup

iPhone:
Ermail email@ccny.cuny.edu
1. Goto Settings
2. Tap on Password & Accounts Server  webmail.ceny.cuny.edu
3. Select Exchange
4. Click on Account Domain
Username

New Settings

e Email: email@ccny.cuny.edu

e Server: webmail.ccny.cuny.edu

e Domain: itcs.ccny.lan

e Username: username

e Password: updated / new password

Password eesssssssess

Description Exchange

Advanced Settings

Android — Phone Mail App:

1. Go to Settings ACCOUNT
2. Tap on Accounts Email address

3. Select Email email@ccny.cuny.edu
4. Select CCNY account :r;an@ccnycunyedu

Password

() Show password

New Settings
e Email: email@ccny.cuny.edu SERVER SETTINGS
e Domain\Username: username@ccny.cuny.edu
Password: updated / new password

Exchange Server: webmail.ccny.cuny.edu

Exchange server

webma il.ccny.}:uny.edu

Use secure connection (SSL)

() Use client certificate

Phone D
SECT1CAC6F75892BE
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Android — Exchange on Gmail:

DomainiUsemanms

@eeny.cuny.edu

Go to Settings

Tap on Accounts -
Select Exchange |
Tap on Account Settings

PWNPE

T
Mone SELEC

New Settings

e Domain\Username: username@ccny.cuny.edu
e Password: updated / new password Serves

e Server: webmail.ccny.cuny.edu AL
e Port: 443

androldc1487079422

Pan

443

S5L/TLS

CANCEL DOME
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Recording a Meeting in Zoom

Enabling Recording Option in Zoom

Sign in to Zoom

Click on Settings on the left hand menu

Click on the Recording Tab

Turn on Local Recording and Cloud Recording
a. You can customize each option

PR

Recording a Meeting

1. Once you start a Zoom meeting as the Host
2. Click the option to Record on the bottom menu of the Zoom meeting
a. You have two options Record on this Computer or Record to the Cloud.
i. Record on this Computer. This option stores the file locally and can later be uploaded to
a file storage service like Dropbox.
ii. Record to the Cloud. This option stores the recording in the Zoom application which will
need to be downloaded to share it.

. @ HH o

Polls Share Screen Record Breakout Rooms Reactions

3. Once the meeting has ended, Zoom will convert the recording and you will be able to access the files.

) Zoom - Converting the meeting recording =

You have a recording that needs to be converted before viewing

You may convert your recording later by double clicking .zoom file
located in the recording folder.

Note: By default, the audio/video file (MP4) will be named Zoom_0.mp4. The audio only file (M4A) is named
audio_only.m4a.
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Accessing Recorded Meeting — Record on this Computer
By default all local recordings are stored in the Documents folder under Zoom
Accessing Recorded Meeting — Record on to the Cloud

1. Click the Recordings tab on the left hand side
2. Once in the Recordings page, you will find a list of recorded meeting
a. You have the option to Share the recorded meeting(s) by copying the link provided to you and
also modify permission of who can view/ download the recorded meeting(s).
b. If you click on More option, you have the choice to either Download or Delete the recorded
meeting.

For more information you can visit the Zoom Recording Link

Uploading and Sharing Recordings in Dropbox
Record on this Computer

1. Login to https://dropbox.cuny.edu (with CUNY Login credentials)
2. Inthe Home tab, click Upload Files
3. The file upload windows comes up, click Documents on the left

« = v 4 [& » ThisPC » Documents v & Search Documents jel

Organize v New folder -~ 1 g |

Name Date modified

# Quick access Create new file »
Custom Office Templates 7/24/2018 9:26 4

B This PC GNAV 7/24/2018 11:17 +) Upload files

My Kindle Content 472020 12:22 F t-_-l Upload folder
“| Documents neNote Notbooks 2/3/2020 9:39 A
Downlozds Zoom | 3/31/2020 10:39 B3 New folder

4. Double click Zoom folder, select Recording (saved by date) you would like to upload, double click on
zoom_O file.

5. Click Upload

6. In Dropbox you can share the file with your students or download it by clicking the three
horizontal dots on the far right of the file.

SERVICE DESK :: NAC 1/301 :: 212-650-7878 :: SERVICEDESK@CCNY.CUNY.EDU


https://support.zoom.us/hc/en-us/articles/201362473-Local-Recording
https://dropbox.cuny.edu/

The City College

of New York

Zoom - Record on to the Cloud

1.

On the left hand side click on Recordings, list of recording will be available to
Share or Download and Delete.

Click on Download to save on your computer, from your Dropbox account you Download (2 fles)
can upload the file.

Share... More =

Delete

Once you login to Dropbox, in the Home tab, click Upload Files
The file upload windows comes up, select the location where you saved the recording, click Upload.
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QQzoom

This CCNY Zoom Instructional Guide outlines basic features and instructions for program directors, advisors, office
administrators, faculty, and students to configure their CCNY Zoom accounts for group administrative and advising
purposes. These instructions are based on the OIT Service Desk and iMedia Conference Rooms.

Table of Contents
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Department / Divisional Zoom account - As @ Virtual FIONE DESK ..................cccueevueeereeceeieeieeieeeieeeereeeseesteesteeseessseseeveensens 2
Department / Divisional CCNY Zoom account — Internal Virtual Conferencing Account for Office.............cccccoeevecuecrenne. 5
JOINING G IMIEELING............cccooeeeieieeiiii ettt et e et e et e e e st e e s st ee e e s s bee e e s aabeeeesaabeeeseaabeeeeeasbeeeeeaabeeeeeasbaeeesanseeessnnbenessnnsenns 6
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IMPORTANT: To ensure that you are conferring with members of the CCNY community, when using Zoom it is important
to sign in using ccny.zoom.us. The CCNY portal requires users to authenticate using their CCNY email login credentials.

Users who have not authenticated with their CCNY credentials will be displayed in your Participants List with “(guest)”
after their display name. Staff must exercise professional discretion and privacy protocols before sharing information that
is sensitive, confidential, FERPA-, or HIPAA-protected with a guest or a user who has dialed in using a phone number.
USEFUL TIP: CCNY users are recommended to customize their CCNY Zoom Personal Meeting ID with their CCNY phone
number. This number is easier to remember than a random generated number and makes it easier for colleagues and
students to look up using the CCNY phone directory. Unfortunately, in some cases the Meeting ID may be already taken.
When setting up departmental zoom accounts, consider designating more than one person as host (or co-host), especially
when hosting a meeting session. If the designated host(s) leave the session, remaining participants will have limited

functionality when it comes to administering the session.

If you have any recommendation or suggestions for this guide, email them to: sdsupport@ccny.cuny.edu

Version 6.12.2020

CCNY Service Desk Email: servicedesk@ccny.cuny.edu Phone: 212-650-7878
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Setting up individual CCNY Zoom account

1. How tosign in to activate your CCNY Zoom account
a. Link ccny.zoom.us
b. Select Sign in: Configure your account (NOT: CCNY users should never select “Join”)
i. Enter CCNY Email Credentials*
1. jdoe@ccny.cuny.edu or jdoe000@citymail.cuny.edu

*You can use the CCNY Password Reset form to find your CCNY credentials and reset your password. If you do not know
your CCNY email credentials or do not have an email, email servicedesk@ccny.cuny.edu

a. Link: reset.ccny.cuny.edu

b. Select either Faculty/Staff or Student

c. Select Option A

2. Setting up Zoom Profile
a. Oncein Zoom, click on the Profile tab on the left hand side, from here you can make any updates and
changes to your profile.

i. Department, Job Title and Account Number: is populated, you will not be able to change this
information. Email servicedesk@ccny.cuny.edu to make changes or updates

i. The Personal Meeting ID: Set to CCNY work phone number (212-650-####), the individuals’
extension, DO NOT use the department main phone line. When hosting a meeting this is the
number you will provide as the Meeting ID. (Unfortunately, in some cases the Meeting ID may be
already taken, if this is the case consider a suitable alternative.)

Department / Divisional Zoom account - As a Virtual Front Desk
Recommended for user by departments that provide advisement and/or support students (i.e. Enrollment Management
departments). Currently, OIT’s iMedia and Service Desk use a similar set up.

For OIT, departmental service email accounts were set up by each area, (i.e. sdsupport@ccny.cuny.edu the Service Desk.
The Service Desk staff can join the sdsupport Zoom meeting with their individual Zoom account by using the Join a
Meeting option (See “Setting up Individual Account” section for instructions).

The Service Desk customized its account by changing the Meeting ID # to reflect main phone line (212-650-7000). Students
will be able to use this meeting ID to reach the “virtual front desk”. Individual staff will then be able to assist each student
via Break Rooms (see instructions below).

MPORTANT: To ensure that you are conferring with members of the CCNY community, when using Zoom it is important to
sign in using ccny.zoom.us. The CCNY portal requires users to authenticate using their CCNY email login credentials.

Users who have not authenticated with their CCNY credentials will be displayed in your Participants List with “(guest)”

after their display name. Staff must exercise professional discretion and privacy protocols before sharing information that
is sensitive, confidential, FERPA-, or HIPAA-protected with a guest or a user who has dialed in using a phone number.

CCNY Service Desk Email: servicedesk@ccny.cuny.edu Phone: 212-650-7878
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Benefits
e One CCNY Zoom account for the department / division / group
e Staff & Faculty will be able to provide assistance to students and stay connected to their co-workers
e Student will be able to reach out to each area and receive that needed assistance.

Set up

1. If the department / group does not have a CCNY email account, your department Chair or Supervisor can email the
Service Desk and provide the following information.
a. servicedesk@ccny.cuny.edu
i. Full Name
ii. Desired name for departmental email
iii. Manager for the account (staff member authorized to reset password)
b. OIT will notify the requestor once departmental/ group email has been provisioned. The staff member
authorized to reset the password, can contact the Service Desk at 212-650-7878, to reset the password.

2. Once email has been created, the email account manager, can create a CCNY Zoom account using the
departmental/group email and password :
a. Link: https://ccny.zoom.us
b. Click Sign in: Configure your account
i. Enter CCNY department/group email and password

3. Once in Zoom, customize the account according to the office needs
a. Click on Profile, on the left hand side

i. Update Picture

ii. First Name & Last Name (can be the department name)

iii. Company: City College of New York

iv. Personal Meeting ID: This Meeting ID can be advertised to students/guests to join the
department or division for assistance. This number can be the department’s main phone number,
which is the number that all staff can more easily remember when they need to report for desk
duty. Unfortunately, in some cases the Meeting ID may be already taken, if this is the case
consider a suitable alternative.)

4. In the Settings option users select desired settings for scheduled meetings:
a. Schedule Meeting:
i. Host Video: Off
ii. Participants Video: Off (Participants will have the option to enable during the meeting.)
iii. Audio Type: Telephone and Computer Audio
iv. Join before host: Off (Participants will have to wait for the Host to start meeting)
v. Use Personal Meeting ID when scheduling a meeting: On (CANNOT use when scheduling timed
meetings, only for recurring meetings)
vi. Use Personal Meeting ID (PMI) when starting an instant meeting: On
vii. Only authenticated users can join meetings: On (This setting only allows individuals with CCNY
credentials to join this meeting, is one factor in verifying a user’s identity.)
viii. The rest of the settings are optional and can be decided based on need

CCNY Service Desk Email: servicedesk@ccny.cuny.edu Phone: 212-650-7878
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b. In Meeting (Basics)
i. Play sound when participants join or leave: Activate

e Heard by host only: activate

ii. File transfer: On (Useful when staff and/or students need to share a non-sensitive file)

iii. Screen Sharing: On
e All participants: on

iv. Annotation: On

v. Co-host: On (Allow the host to add co-hosts. Co-hosts have the same in-meeting controls as the

host).

c. In Meeting (Advance)
i. Breakout Room: On (Allows host to split meeting participants into separate, smaller rooms to
provide private assistance)
ii. ldentify guest participants: On
iii. Remote Support: Off (Allows host to provide 1:1 remote support to another participant) it allows
the host to take over the participant’s computer. Does not function if Breakout Room option is On)
iv. Waiting Room: On — Guest Only (Attendees cannot join a meeting until a host admits them
individually from the waiting room. If Waiting room is enabled, the option for attendees to join the
meeting before the host arrives is automatically disabled.
e Allow internal participants to admit guests from the waiting room if the host is not
present.
a. Places all guests that access the meeting into a virtual waiting room and queue.
That team members staffing the room/meeting then can admit guests one at a
time.
b. Customize title, logo and description:

i. Customize the waiting room. Departments can include their logo, and
enter a description (max 400 characters). This area can be used to enter
department link with information or any important information.

ii. Show a "Join from your browser" link: On
e Participants can bypass the Zoom application download process, and join a meeting
directly from their browser. This is a workaround for participants who are unable to
download, install, or run applications. NOTE: The meeting experience from the browser is
limited.

iii. All other settings are optional and can be set to each department’s preference.

CCNY Service Desk Email: servicedesk@ccny.cuny.edu Phone: 212-650-7878
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5. Once profile is set up, the host should schedule a recurring meeting. A recurring meeting will “act” as the
queue/line for assisting students. Students will enter this meeting, be placed in a waiting room, then go into
Breakout room for 1:1 on assistance. (see below for more information) The host will have to start the meeting, for
participants to join.

a. Click on Meetings on the left hand side
b. Click on Schedule a New Meeting
c. Settings for new meeting
i. Topic:
ii. Description: Brief description on the purpose for the meeting
iii. Recurring Meeting: Yes
e Recurrence: Select No Fixed Time
iv. Meeting ID: Personal Meeting ID
v. Video
e Host: On
e Participant: Off
vi. Audio: Both
vii. Meeting Options
e Check off Enable waiting room — participants will be placed on a wait list
viii. Alternative Host: Include all staff members who will be providing assistance to students. It will
allow the alternate host to access to the “virtual front desk” without accessing the departmental
account. Alternate will login with their individual CCNY Zoom accounts, they must activate their
CCNY Zoom account before they are added as an alternate host.
d. Click Save

Department / Divisional CCNY Zoom account — Internal Virtual Conferencing Account for Office
Recommended for use by departments and divisional leaders to conference with multiple staff. This set up is different
from the Virtual Front Desk (above) in the use of Alternate Host when scheduling a meeting. The supervisor/ Chair / Dean
or manager can schedule meeting with the staff, by using the scheduling a meeting option. (The OIT Service Desk Manager
is currently using this option for staff to communicate with each other and schedule staff meetings.)

IMPORTANT: To ensure that you are conferring with members of the CCNY community, when using Zoom it is important to
sign in using ccny.zoom.us. The CCNY portal requires users to authenticate using their CCNY email login credentials.

Users who have not authenticated with their CCNY credentials will be displayed in your Participants List with “(guest)”

after their display name. Staff must exercise professional discretion and privacy protocols before sharing information that
is sensitive, confidential, FERPA-, or HIPAA-protected with a guest or a user who has dialed in using a phone number.

CCNY Service Desk Email: servicedesk@ccny.cuny.edu Phone: 212-650-7878
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1. Once everyone has activated their Zoom accounts. The Host can schedule a meeting.
a. Click on Meetings on the left hand side
b. Click on Schedule a New Meeting
c. Settings for new meeting
i. Topic: Optional
i. Description: Brief description on the purpose for the meeting
ii. Recurring Meeting: Yes
e Recurrence: Select No Fixed Time
iii. Meeting ID: Personal Meeting ID (Chair, Dean or Supervisor CCNY phone number)
Unfortunately, in some cases the Meeting ID may be already taken, if this is the case consider a
suitable alternative.)

iv. Video

e Host: Off

e Participant: Off
v. Audio: Both

vi. Meeting Options:
e Enable Join Before Host — It allows staff to connect if meeting hasn’t started
vii. Alternative Host: Blank
viii. Click Save

Joining a Meeting

1. Once you login to CCNY Zoom
2. Click Join a Meeting on the top right
3. Enter the Meeting ID, the meeting ID will be provided when the host sends you the invitation link from Zoom
4. Click Join
5. The Launch Application will open up double click on Zoom Meetings
6. The application will open up
7. The option of joining via Phone Call or Audio Computer will be availble
a. Phone Call
i. Dial one of the numbers provided, it will prompt you to enter the meeting ID and the participant
ID.
ii. Click Done
b. Computer Audio
i. Click join with Computer Audio, make sure your mic is on and the volume is up
Break Out Rooms

Breakout rooms are sessions that are split off from the main Zoom meeting. They allow the participants to meet in smaller
groups. Breakout rooms can be used for collaboration and discussion of the meeting. Following Link explains in detail how
to manage and set up breakout rooms.

https://support.zoom.us/hc/en-us/articles/206476313-Managing-Breakout-Rooms

CCNY Service Desk Email: servicedesk@ccny.cuny.edu Phone: 212-650-7878
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Features available during a Zoom meeting

1. Most of the functions for both the Host and Participant will be located at the bottom of the screen.

a. The audio settings- Change from computer audio to an external microphone.

b. Webcam Settings- You may either enable or disable the camera settings

c. Invite other participants- via email, copy the invitation information, or copy the URL.

d. Manage Participants- You can view the number of Participants, (as the Host) Mute/ Unmute the
Participants, Chat, Make a Participant a Host, Allow the Participant to record, Rename the Participant, and
Remove the Participant from the meeting.

e. Share Screen- Not only can the Host share their screen but can also enable the Participants to share
content. This option does not limit the Host to only sharing their screen, but other content as well. Such
as: Whiteboard, (the view of individual) Applications, and can project content from iPhone/iPad. You
cannot share documents during your Share screen Session.

f. Chat- The chat function allows the Host and Participants to chat with one another, or a 1:1 private Chat.

g. Record-The Host has the option to either save the recordings on their computer or save it to a cloud
storage or access it from Zoom.

h. Support- the Host can request from a participant to request desktop control, request application control,
or request to restart the (participant’s) computer.

i. Reactions- Positive encouragement. Either a thumbs up or a hand clap
j.  End Meeting- to Exit or end the meeting.

Things to remember while using CCNY Zoom:

1. The host can pass off host responsibilities. This way the user who initiates the meeting does not have to be in the
meeting all day. This allows staff to set up shifts for coverage of the virtual front desk.
a. While in the meeting

i.  Click on Manage participants along the bottom of the meeting window.
ii. In the Participants window (on the side) hover your pointer over a participant,
iii.  Click on More: make a participant a host or co-host

2. Participant roles in a meeting
a. See this article in the ZOOM Knowledge base:
i https://support.zoom.us/hc/en-us/articles/360040324512-Roles-in-a-meeting

3. Participating in multiple meetings is possible. This would allow a manger to be in the virtual front desk to handle
problems or issues that need to be escalated, while going about the rest of their day, including other Zoom
Meetings. (The Administrator for the Zoom account at the campus will have to enable this feature.)

a. https://support.zoom.us/hc/en-us/articles/360001120743-Join-Multiple-Meetings-Simultaneously-on-

Desktop\

CCNY Virtual Conferencing Service Support:
https://www.ccny.cuny.edu/it/conferencing-service-support

Zoom Help Link:
https://support.zoom.us/hc/en-us
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Zoom Plugin — Microsoft Outlook

The Zoom Microsoft Outlook plugin is designed to make scheduling a meeting in Microsoft Outlook quick and convenient.
The plugin allows you to schedule and start instant Zoom meetings, as well as make existing meeting events Zoom

meetings.

1. Downloading Zoom Plugin for Microsoft Outlook

a.

~0oooT

On your desktop computer or laptop, visit Zoom’s download center: https://zoom.us/download
Under Zoom Plugin for Microsoft Outlook, click Download

Click Save File on the pop up window

On the top right corner of the browse, click on the down blue arrow

Double click on the ZoomOutlookPluginSetup to begin download, follow the prompts

Once download is complete, close Microsoft Outlook and reopen

2. Schedule, Join or Start an Instant Zoom Meeting via Outlook Application

a.
b.

Schedule a Meeting
Once in Outlook, under Home tab click on the Schedule a Meeting Icon
i. If NOT signed in to ZOOM — the Sign in Zoom window will pop up
1. Join a Meeting: Click to join a meeting without Signing in to Zoom, MUST have the
Meeting ID
2. Sign In: Click to schedule a new meeting

a. Click on Sign in with SSO, enter ccny.zoom.us

b. Enter CCNY email credentials

c. Under the Home tab click on Schedule

d. Select desired settings (Topic, Meeting ID, Password, Video, Audio, Calendar
Advanced Options)

e. Click on Schedule

f. The Oulook Meeting calender page will pop up, enter the recipients you would
like to invite to the meeting
g. Click Send
ii. If signed in to Zoom, the Zoom — Schedule Meeting window will pop up
1. Select desired settings (Meeting ID, Meeting Password, Video, Audio, Advanced Options)
2. Click Continue
3. The invitation will automatically fill in with details
4. Click at the top of the calender invite Save & Close

3. Making an existing event a Zoom Meeting

a.
b.

Open an existing calendar event in Outlook
Under the Appointment tab click on Schedule A Meeting
i. Select desired settings (Meeting ID, Meeting Password, Video, Audio, Advanced Options)
Click Continue
The invitation will automatically fill in with details
Click at the top of the calender invite Save & Close

4. Start Instant Meeting — Allows you to start an unscheduled instant meeting
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